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Cryptography or cryptology (from Ancient Greek: kpuTITdg,

romanized: kryptos "hidden, secret"; and ypaoeiv graphein, "to
C ry ptog rap hy write", or -Aoyia -logia, "study", respectively!"l) is the practice and
study of techniques for secure communication in the presence of
third parties called adversaries.

From Wikipedia


https://en.wikipedia.org/wiki/Ancient_Greek_language
https://en.wiktionary.org/wiki/%CE%BA%CF%81%CF%85%CF%80%CF%84%CF%8C%CF%82#Ancient_Greek
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Encryption

E n C ry pt| O n In cryptography, encryption is the process of encoding a message or information in such
a way that only authorized parties can access it and those who are not authorized cannot.

and Decryption

| decryption is the process of decoding an encoded message (so that the authorized
D e C ry pt I O n parties can read it)

From Wikipedia


https://en.wikipedia.org/wiki/Cryptography

Ciphers are arguably the cornerstone of cryptography.

Ciphers

In general, a cipher is simply just a set of steps (an algorithm) for
performing both an encryption, and the corresponding decryption.




Every character is replaced by another

Example:

plain alphabet : abcdefghijkimnopgrstuvwxyz

Substitution

cipher alphabet: phqgiumeaylnofdxjkrcvstzwb

Cipher

plaintext : defend the east wall of the castle
ciphertext: giuifg cei iprc tpnn du cei gprcni

One popular method of generating a cipher alphabet/key is to use a keyword
For example, if you use zebra as a keyword:
zebracdfghijklmnopgstuvwxy




ROT13 &

Caesar Cipher

Caesar - one of the oldest known and simplest cipher
Operates by "“shifting” the alphabet
E.g., Shifting by 1 makes A->B, B->C, etc.
ROTa3 - Shifting (or rotating) the alphabet by 13

Basically, a Caesar cipher with shift of 13



Caesar - one of the oldest known and simplest cipher
Operates by “shifting” the alphabet
E.g., Shifting by 1 makes A->B, B->C, etc.
ROT23 - Shifting (or rotating) the alphabet by 13
ROT13 & Basically, a Caesar cipher with shift of 13

Caesar Cipher Example:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
NOPQRSTUVWXYZABCDEFGHIJKLM
ATTACK AT DAWN

NGGNPX NG QNJA

They can both be considered as a substitution cipher, since every
character is replaced by another




Simply reverse the process

ABCDEFGHIJKLMNOPQRSTUVWXYZ
NOPQRSTUVWXYZABCDEFGHIJKLM

Re C O Ve ry ATTACK AT DAWN

NGGNPX NG QNJA

N->A, G->T, G->T etc.




Polyalphabetic substitution cipher

Vlg enere e Known as the “unbreakable cipher” for 300 years, until 1863 by
Friedrich Kasiki.

e Although, Charles Babbage developed the same method a
little earlier in 1854.

Cipher




The key for a Vigenere cipher is a keyword (e.g., FORTIFICATION)

There is also a tableau (tableau recta) that is required to encrypt the

text

ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

ABCDEFGHIJKLMNOPQRSTUVWXY?Z
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
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FGHIJKLMNOPQRSTUVWXYZABCDE

GHIJKLMNOPQRSTUVWXYZABCDETF
HIJKLMNOPQRSTUVWXYZABCDETFG

IJKLMNOPQRSTUVWXYZABCDETFGH
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JKLMNOPQRSTUVWXYZABCDETFGHTI
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KLMNOPQRSTUVWXYZABCDEFGHTIUJ

LMNOPQRSTUVWXYZABCDEFGHTIUJK

MNOPQRSTUVWXYZABCDEFGHIUJKL

NOPQRSTUVWXYZABCDEFGHIJKLM

OPQRSTUVWXYZABCDEFGHIUJKLMN

PORSTUVWXYZABCDEFGHIJKLMNDO

QRSTUVWXYZABCDEFGHIJKLMNOP

RSTUVWXYZABCDEFGHIJKLMNOPOQ(Q
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPQRS
UVWXYZABCDEFGHIJKLMNOP
VWXYZABCDEFGHIJKLMNOPOQQ
WXYZABCDEFGHIJKLMNOPOQRS
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XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY



Cipher

Repeat the keyword above the text

Vigenere

FORTIFICATIONFORTIFICATIONFO
(:iF)l"lEEr' DEFENDTHEEASTWALLOFTHECASTLE

Take each letter (e.g., D), find it along the first column of the
tableau, then move along that row until we come to the

corresponding keyword letter (e.g., F) at the top. The intersection
is the ciphertext character (e.g., I)

FORTIFICATIONFORTIFICATIONFO
DEFENDTHEEASTWALLOFTHECASTLE
ISWXVIBJEXIGGBOCEWKBJEVIGGQS




The key for a Vigenere cipher is a keyword (e.g., FORTIFICATION)

There is also a tableau (tableau recta) that is required to encrypt the

text

ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

ABCDEFGHIJKLMNOPQRSTUVWXY?Z
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD

A
B

(o]

|

E
F
G
H
I

FGHIJKLMNOPQRSTUVWXYZABCDE

GHIJKLMNOPQRSTUVWXYZABCDETF
HIJKLMNOPQRSTUVWXYZABCDETFG

IJKLMNOPQRSTUVWXYZABCDETFGH
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JKLMNOPQRSTUVWXYZABCDETFGHTI
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KLMNOPQRSTUVWXYZABCDEFGHTIUJ

LMNOPQRSTUVWXYZABCDEFGHTIUJK

MNOPQRSTUVWXYZABCDEFGHIUJKL

NOPQRSTUVWXYZABCDEFGHIJKLM

OPQRSTUVWXYZABCDEFGHIUJKLMN

PORSTUVWXYZABCDEFGHIJKLMNDO

QRSTUVWXYZABCDEFGHIJKLMNOP

RSTUVWXYZABCDEFGHIJKLMNOPOQ(Q
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPQRS
UVWXYZABCDEFGHIJKLMNOP
VWXYZABCDEFGHIJKLMNOPOQQ
WXYZABCDEFGHIJKLMNOPOQRS

(o]
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XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY



The key for a Vigenere cipher is a keyword (e.g., FORTIFICATION)

There is also a tableau (tableau recta) that is required to encrypt the

text

ABCDEEGBIJKLMNOPQRSTUVWXYZ

ABCDEFGHIJEKLMNOPQRSTUVWIXY?Z2Z
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB

A
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C

IJKLMNOPQRSTUVWXYZABC

EFGHIJKLMNOPQRSTUVWXYZABCD
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FGHIJKLMNOPQRSTUVWXYZABCDE

GHIJKLMNOPQRSTUVWXYZABCDETF
HIJKLMNOPQRSTUVWXYZABCDETFG

IJKLMNOPQRSTUVWXYZABCDETFGH
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JKLMNOPQRSTUVWXYZABCDETFGHTI
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KLMNOPQRSTUVWXYZABCDEFGHTIUJ

LMNOPQRSTUVWXYZABCDEFGHTIUJK

MNOPQRSTUVWXYZABCDEFGHIUJKL

NOPQRSTUVWXYZABCDEFGHIJKLM

OPQRSTUVWXYZABCDEFGHIUJKLMN

PORSTUVWXYZABCDEFGHIJKLMNDO

QRSTUVWXYZABCDEFGHIJKLMNOP

RSTUVWXYZABCDEFGHIJKLMNOPOQ(Q
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPQRS
UVWXYZABCDEFGHIJKLMNOP
VWXYZABCDEFGHIJKLMNOPOQQ
WXYZABCDEFGHIJKLMNOPOQRS
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XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY



The key for a Vigenere cipher is a keyword (e.g., FORTIFICATION)

There is also a tableau (tableau recta) that is required to encrypt the

text

ABCDEFGHIJEKLMNOPQRSTUVWIXY?Z2Z
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB

#H I[JKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD

ABCDEEGBIJKLMNOPQRSTUVWXYZ
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GHIJKLMNOPQRSTUVWXYZABCDETF
HIJKLMNOPQRSTUVWXYZABCDETFG

IJKLMNOPQRSTUVWXYZABCDETFGH
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KLMNOPQRSTUVWXYZABCDEFGHTIUJ

LMNOPQRSTUVWXYZABCDEFGHTIUJK

MNOPQRSTUVWXYZABCDEFGHIUJKL

NOPQRSTUVWXYZABCDEFGHIJKLM

RSTUVWXYZABCDEFGHIJKLMNOPDQ
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPOQRS

OPQRSTUVWXYZABCDEFGHIUJKLMN
PORSTUVWXYZABCDEFGHIJKLMNDO
QRSTUVWXYZABCDEFGHIJKLMNOP
UVWXYZABCDEFGHIJKLMNOP
VWXYZABCDEFGHIJKLMNOPOQQ
WXYZABCDEFGHIJKLMNOPOQRS
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XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY
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Cipher

Repeat the keyword above the text

Vigenere

FORTIFICATIONFORTIFICATIONFO
C i p h e r DEFENDTHEEASTWALLOFTHECASTLE

Take each letter (e.g., D), find it along the first column of the
tableau, then move along that row until we come to the

corresponding keyword letter (e.g., F) at the top. The intersection
is the ciphertext character (e.g., I)

EFENDTHEEASTWALLOFTHECASTLE
BWXVIBJEXIGGBOCEWKBJEVIGGQS

E' RTIFICATIONFORTIFICATIONFO



Running Key

Cipher

Same internal workings as the Vigenere cipher

Vigenere uses a short key that repeats, running key uses a long key,
such as an excerpt from a book

If the running key comes from a statistically random source,
then it becomes a ‘one time pad’ cipher - theoretically unbreakable
cipher, because every possible decryption is equally likely

HOWDOESTHEDUCKKNOWTHATSAIDVI
DEFENDTHEEASTWALLOFTHECASTLE



Start with a base class that implements a basic substitution cipher

e Substitution cipher should store a randomly permuted
alphabet (e.g., zebracdfghijkimnopgstuvwxy) and use this to encrypt
and decrypt an input text

You can have a new Caesar cipher class that inherits from the
substitution cipher

e Caesar cipher can start from ordered alphabet (abc...xyz), then

E NC ryptIO NiN rotate this to get the cipher alphabet -> then it operates like a
substitution cipher
e ROTa3 caninherit from Caesar, but the rotation member is
now fixed to 13

e Forthe Running Key cipher, the tableau can be the ordered
cipher alphabet (i.e., a~z) (which can be transformed to
create the tableau on-the-fly).

e The cipher “"book” and the page will also be stored and,
together with the tableau, can be used to encrypt the plain
text

e Vigenere can inherit from the Running Key cipher, but with
only one page (or sentence/phrase/keyword)

C++




Encryption in

C++




There are, of course, different ways to inherit and implement the
functions

Encryption in

For the next homework, you will use inheritance, polymorphism,
C.|_.|. and implementation hiding, to implement the program

The homework description will specify how the program will be
implemented




Rotation

As you may have noticed, you can implement the tableau using just
the ordered alphabet (i.e., "abcdefg....xyz")

For the letter ‘a’, corresponding row is the ordered/plain
alphabet

For the letter 'b’, corresponding row is the ordered alphabet
rotated by 1 (i.e., "bcdefghi.....xyza")

Etc.



ABCDEFGHIJEKLMNOPQRSTUVWIXY?Z

ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

BCDEFGHIJKLMNOPQRSTUVWZXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
IJKLMNOPQRSTUVWXYZABCDETFGH
JKLMNOPQRSTUVWXYZABCDETFGHTI
RSTUVWXYZABCDEFGHIJKLMNOPDQ
STUVWXYZABCDEFGHIJKLMNOPOQR
TUVWXYZABCDEFGHIJKLMNOPOQRS

UVWXYZABCDEFGHIJKLMNOP

VWXYZABCDEFGHIJEKLMNOPOYQ
WXYZABCDEFGHIJKLMNOPQRSTUV

FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDETF
HIJKLMNOPQRSTUVWXYZABCDETFG
KLMNOPQRSTUVWXYZABCDEFGHTIUJ
LMNOPQRSTUVWXYZABCDEFGHTIUJK
MNOPQRSTUVWXYZABCDEPFGHTIUJKL
NOPQRSTUVWXYZABCDEFGHTIJKLM
OPQRSTUVWXYZABCDEFGHIJKLMN
POQORSTUVWXYZABCDEFGHIJKLMNDO
QRSTUVWXYZABCDEFGHIJKLMNOP
XYZABCDEFGHIJEKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY
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Rotation

As you may have noticed, you can implement the tableau using just
the ordered alphabet (i.e., "abcdefg....xyz")

e Forthe letter'a’, corresponding row is the ordered alphabet

e Forthe letter'b’, corresponding row is the ordered alphabet
rotated by 1 (i.e., “bcdefghi.....xyza")

e Etc.

Using rotation, you can construct the tableau on-the-fly.

How can you do an efficient rotation in-place?



BEdE R
0 1 2 3 4 5
K=2ﬂ
Rotation n n E n n
0 1 2 3 4 5




cHelcole
0 1 2 3 4 5

Reverse Reverse

U U

Rotation

2 1 6 5 4 3




BEEDE D
0 1 2 3 4 5
K=2ﬂ
Rotation n n E n n
0 1 2 3 4 5
t Reverse

2 1 6 5 4 3




